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Figure 1: Using Tiny Encryption Algorithm Noise to generate procedural granite, bumps, marble, wood and erosion (Left to Right).

Abstract

Random numbers have many uses in computer graphics, from
Monte Carlo sampling for realistic image synthesis to noise gen-
eration for artistic shader construction. The random number gen-
erators used in GPUs today mostly produce poor quality random
numbers and run slowly due to their sequential nature, hence they
find only limited use for numerical simulations and synthetic noise
generation. The ones that do produce acceptable results do so at
high execution cost.

In this paper we present some efficient cryptographic hash func-
tions that produce high quality random numbers, map well to the
GPU architectures and are easy to implement. We compare results
for a variety of hash functions based on speed and quality. We also
show how these hash functions can be used with gradient noise.
This noise is entirely computational and does not require any tex-
ture lookups. Our hash function allows a speed/quality trade off,
and we show that faster versions can be used for noise generation,
resulting in a noise that is efficient, does not suffer from discernible
periodicity and produces excellent results.
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1 Introduction

Modern graphics cards are high performance programmable par-
allel processors. A shader is a set of flexible software instruc-
tions used to program the rendering pipeline. Texture mapping is a
widely used technique used in shaders to apply detail or color to a
surface using images generated procedurally or stored in memory.
When using stored images for texture mapping, a texture lookup
takes place in order to find out where on the texture each pixel’s
center falls. A texture fetch halts the shader execution streams and
causes delays in the output. Some of these delays can be overcome
by allowing independent instructions to execute while texture data
is being fetched. The best solution is to remove unnecessary texture
fetches from a shader if at all possible. Procedural texturing is the
process of generating a texture on the fly, rather than getting it from
a memory location.

Random numbers are used in procedural texturing, simulation and
numerical analysis, being an important part of GPU applications.
In particular, we believe the generation of random numbers on the
GPU should not require valuable texture storage and texture band-
width. Multiple calls should not halt for some shared memory ob-
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ject that maintains the state of the random number generator (RNG).
Hence, the best GPU random number generator would be one that
is totally computational and would be able to produce good quality
random numbers in parallel independently to successive calls.

Our context of parallel random number generation does not imply
that we generate numbers in bulk. We do not require a large set of
parallel numbers for one pixel, we just require that the algorithm
does not have a state, so that multiple pixels can call the function
simultaneously.

In our analysis of the Tiny Encryption Algorithm (TEA), we show
how it compares to other algorithms in terms of speed and qual-
ity. Analysis results are provided on NVIDIA and AMD hardware.
Quality comparisons are done using DIEHARD and NIST random-
ness test suites. Fast Fourier Transforms are used to analyse the
band limitation and random distribution of the noise.

2 Related Work

Previous methods for accessing random numbers on the GPU nor-
mally involve using a series of random numbers stored in mem-
ory. The numbers are generated offline using sequential pseudo
random number generators (PRNG). Pang et al. [2006] talk about
PRNG implementations in shaders. These methods do not provide
random access to the random numbers and use memory locations
for their state management. There are implementations available
for PRNGs on the NVIDIA [2007] CUDA architecture for Gen-
eral Purpose GPU techniques, but they cannot be used in shaders
for computer graphics. Olano [2005] used the Blum Blum Shub
PRNG in order to create purely computational noise. The modified
noise was fast though the quality of the random numbers was not
sufficient for any numerical analysis input as reported by Tzeng and
Wei [2008]. They talk about many PRNGs that fail to port onto the
GPU architecture with sufficient performance benefits and use the
MDS5 hash as their PRNG.

Random numbers are used in numerical analysis to help generate
unbiased output. Monte Carlo methods are a class of computa-
tional algorithms that apply repeated random sampling to gener-
ate their results. These methods are used to simulate physical and
mathematical systems which have many degrees of freedom, ex-
amples might include: fluids, cellular structures, strongly coupled
solids and solving some classes of mathematical equations. These
methods are used when deterministic algorithms are infeasible or
are unable to compute exact results. Monte Carlo methods rely
on repeated computation of random or pseudo-random numbers for
their execution. Keller et al. [2006] talk about many such problems
that can be addressed using this method in their book. Cook et al.



[1984] used the Monte Carlo method for image rendering in dis-
tributed ray tracing. Veach and Guibas [1997] show how the Monte
Carlo method can be used to solve the Light Transport problem.

All applications of random sampling require statistically random
numbers. These random numbers should not have any correlation
amongst generated values and the pair sampled graph of the ran-
dom numbers should not have any clumps. Using a series of num-
bers that posses a correlation or are not statistically random will
negatively affect results when used with in numerical analysis.

One of the most important uses of random numbers in computer
graphics is noise. Perlin [1985] introduced the image synthesizer
that could better mimic different real world textures using the gra-
dient method for noise generation. The original gradient noise pro-
posed by Perlin [1985] required a texture lookup for the permuta-
tion table values. Anther noise algorithm includes Wavelet Noise
by Cook and Derose [2005] which uses the wavelet theory to create
noise with less aliasing. They precompute a tile of noise coeffi-
cients by filling the tile with random noise, then downsampling,
upsampling, and subtracting. Anisotropic Noise by Alexander et
al. [2008] uses a blend of directional noise stored in different chan-
nels of a texture to reduce detail loss. The noise textures used for
anisotropic noise are precomputed and accessed from a memory
location. Memory accesses tend to slow down the graphics hard-
ware since all dependant instructions are put on hold till the texture
value is fetched. Sparse Convolution Noise and Spot Noise gen-
erate noise differently as they do not use a regular lattice of PRN
[Ebert et al. 1998]. Modified noise by Olano [2005] generates ran-
dom numbers on the fly, rather than using a baking mechanism.
Baking implies generating random numbers off line and accessing
them through texture memory. MDS5 does half the job as it provides
good quality random numbers, but consumes sufficient time for its
execution. Recently, Tzeng and Wei [2008] have used MD5 for
their white noise. MD5 was primarily a good match since it utilised
the new generation of GPU hardware, but it lacked simplicity and
had a substantial amount of running time.

After surveying many cryptographic hash functions, we found that
all of them lacked some part of our requirements. Some of these
candidates included RC4; which requires a lookup table, CAST-
128; which requires a large amount of data for initialization, Blow-
fish; which was fast but each new key required pre-processing
equivalent to encrypting nearly 4 kilobytes of data. These hash
functions serve the purpose of encryption while our goal here is
randomness with as little computational cost as possible. MDS5 is
purely computational but we propose being a recent cryptographic
hash function, contains most elements to confuse and puzzle poten-
tial code breakers. This being the property of any good encryption
algorithm to protect itself and make it hard for someone to break its
cipher. However, we are not interested in wasting any clock cycles
on such instructions or structural mapping since our use here is not
for encryption. We just require good quality random numbers with
the least computational expense as possible. TEA being designed
for fast execution and minimal memory imprint served well to all
our requirements. It can be used in a parallel environment with suf-
ficiently less load than MDS5 and the speed and quality trade off can
be tuned accordingly for different applications.

3 Our Approach

3.1 Requirement Goals

The first stage of our design decisions involved choosing the right
method for creating the random numbers. Our primary focus was
on quality, simplicity and fast computation of the algorithm; qual-
ity meaning a very random output, simplicity with respect to im-

plementation, fast implies that a minimal set of instructions and
dependencies of those instructions on each other.

Furthermore, no texture memory should be required. This meant
that the random number generator being used will not be able to
save its state and hence all such algorithms that require large arrays
to initialize or have a dependant structure will not work. The al-
gorithm should be able to use the GPU to its maximum strength.
Looking for a cryptographic hash served just about all of those pur-
poses. Another added advantage was that these functions use bit-
wise operations which can easily be executed quickly on the new
generation of GPUs using the unsigned integers data type.

In our research we found that TEA and its extensions were best
suited to our needs. Simple algorithms that provides sufficient
randomness comparable to any good RNG. This property of TEA
has been discussed by Reddy [2003] stating that even when reduc-
ing the number of rounds, it provides a very random output. The
Avalanche Effect exists in the output result when 6 rounds are used.
The Avalanche Effect implies that changing 1 bit of input causes a
drastic change to the output. Changing the number of rounds al-
lows the user to tweak the randomness function according to re-
quirements, rather than allowing it to become a bottleneck by using
the same algorithms in every application.

3.2 TEA, XTEA and XXTEA

TEA is a Feistel type cipher. A Feistel cipher is a symmetric struc-
ture of iterative nature used in the construction of block ciphers. A
dual shift in a single round allows the output to be mixed contin-
uously per round. Its performance on the desktop and the GPU is
very impressive. It is simple and produces a very random output. It
was used extensively on legacy computers considering their execu-
tional strength and minimal RAM (Random Access Memory) ca-
pabilities. After analysis of the original TEA algorithm there were
some weaknesses found [Reddy 2003] and it was thus extended to
XTEA and XXTEA. The Key was introduced into XTEA slowly
as compared to the original form. The key scheduling including a
rearrangement of the shifts, XORs, and additions is also present.
XXTEA is more efficient than XTEA for encrypting longer mes-
sages. It operates on variable-length blocks that are some arbitrary
multiple of 32 bits in size (minimum 64 bits). The total number of
cycles depends on the block size. XXTEA uses a more involved
round function which makes use of both the immediate neighbours
in encrypting each word in the block. However, our input is fixed
to 64-bit for TEA, XTEA and XXTEA algorithms used in our re-
search. From this point onwards we will refer to TEA, XTEA and
XXTEA collectively as ALL_TEA in our discussion. Furthermore,
an algorithms with a specific number of rounds will be refereed to
as TEA X, where X signifies the number of rounds employed.

4 Implementation

We used GLSL for our primary implementation and tested MDS5,
TEA, XTEA and XXTEA on the GPU. Most of these functions can
be varied by changing the number of rounds that are executed. Our
MDS implementation that is compared to TEA and its invariants in
all our experiments is the optimized MD5GPU presented by Tzeng
and Wei [2008]. This specific implementation does not store an ar-
ray of sine values like the original MD35 encryption algorithm. The
sine values are calculated at runtime and the rotational storage is re-
duced to 16 unique numbers. All rounds for all hash functions used
were inlined for optimal performance and to present a fair contrast
of results.

Following is a single round implementation of TEA.



UInt32[2] encrypt (UInt32v[2] ){

UInt32 k[4], sum = 0, delta = 029e3779b9
k = { A341316C, C8013E A4, AD90777D, TE95T61E }

// OneRound
sum+ = delta
vo+ = ((v1 € 4) + ko) @ (v1 + sum) & ((v1 > 5) + k1)
vit+ = ((vo € 4) + k2) @ (vo + sum) & ((vo > 5) + ks3)

return v

}

Algorithm 1 : Single round TEA Implementation

4.1 Random Number Datasets

Random numbers were generated for the DIEHARD Tests by pass-
ing the range of integers 1 - 67108889 for the first 32-bit input and
fixing the rest to 0. The encrypted numbers resulted in a 512 MB
dataset for ALL_TEA functions. The same input was used for MD5
and TEA_X 3-D noise implementation. The NIST dataset was cre-
ated by passing the whole range of 1-10485670. The resulting out-
put for NIST is around 80 MB. The DIEHARD dataset is substan-
tially larger in order to cater to the minimum size requirement for
some tests in the new DIEHARD test suite. We found that hav-
ing this large a dataset affected some of the results. XXTEA with
a smaller dataset when used with the older version of DIEHARD
which contains 15 test passed 9 in total. When the algorithm was
tested with a larger dataset with the new DIEHARD suite v0.2b
which has 17 tests, it only managed to pass two.

4.2 2-D Noise

Noise generation using cryptographic hash is done using the gradi-
ent noise generation technique in Ebert et al. [1998].

float noise (vec2p)

{

vec2 i = floor(p), f = fract(p),
sf =6 pow(f,5) — 15 * pow(f,4) + 10 * pow(f, 3)

//4 components encode corners of square
/(@,y), (z,y+1), (@+1,y), (+1y+1)
vecd h;

h.x = hash(uvec2(i.y,i.z))

h.y = hash(uvec2(i.y + 1,4.x))

h.z = hash(uvec2(i.y,i.x + 1))

h.aw = hash(uvec2(i.y + 1,i.x + 1))

//h = h/constant (depending on X in TEA_X)

//gradients at four corners
vecd g = (f.x —vecd(0,0,1,1)) * (fract(h * .5) x4 — 1)+
(f.y —vecd(0,1,0,1)) = (fract(floor(h = .5) % .5) * 4 — 1)

/ /combine to generate noise

g-xy = mix(g.xy, g.2w, s f.x)
return miz(g.z, 9.y, sf.y)

}

Algorithm 2 : Pseudo-code for 2D Noise Implementation

Using 2D noise requires 4 function calls no matter which crypto-
graphic hash is chosen. Since ALL_TEA require a 64-bit input and
MDS5 requires a 128-bit input, the two corner values are input to

the hash functions and the encrypted output is used as gradients at
the edges. All unused bits in the input are set to 0. The dot prod-
uct is computed between the vectors and the gradients. We use the
interpolation function provided by Perlin [2002] for his improved
noise.

We also provide results using a 4 x4 grid of gradients for each lat-
tice point. The 16 weights are blended together using a bicubic
interpolation. These gradient values require 16 calls to ALL_TEA
and provide a tighter frequency bound for the output noise. Even
with the added computations, the work load is much less and it falls
below that of the MD5_64 implementation of 2D noise (Table 1
and 2) with only 4 function calls using a 2x2 grid. Still, number of
rounds can be reduced for TEA and the grid can be sampled at even
points to reduce computational overhead.

4.3 3-D Noise

When encrypting lattice points of a cube, MDS5 can be used as it
is since it takes a 4-component vector as input. MDS5 in this case
requires 8 function calls to the PRNG for a single pixel to generate
noise at its location. For ALL_TEA, we require 12 function calls.
Even with the added number of calls TEA stands out as being the
optimal choice to be used for 3-D noise considering quality and
speed.

hash(P;) = ALL.TEA(ALL_.TEA(P;[z], B;[y]) + Pi[#],0)
(D

5 Analysis and Results

We compare ALL_TEA against the MD5 cryptographic hash func-
tion. Fourier transforms are provided for white noise and gradient
noise comparisons with existing techniques. We analyse execution
times on AMD and NVIDIA GPU platforms.

5.1 Quality

Random numbers used in numerical analysis need to be unbiased
for good results. This factor draws a line between the type of PRNG
that should be used. We judge quality of numbers using the NIST
randomness tests and the DIEHARD tests. Furthermore, we pro-
vide the Fourier transforms for encryption algorithms we tested to
visually show how the distribution of noise is spread out across the
frequency spectrum.

5.1.1 Randomness Tests

Statistical tests tend to provide a p-value when a set of numbers is
run through it in order to test their statistical quality. The passing
criteria for any set of numbers is that the p-value should lie with in
the range .01< p <.99. For tests that produce just 1 p-value like
the Overlapping 5-Permutation Test, it is easy to assign a passed
or a failed status. For tests that produce 1 p-value for an individ-
ual range of bits like the Bit Stream Test, it is sometimes hard to
determine if the test was passed or failed. More than 1 out of all
the ranges might fail or in the case of the 3D Sphere Test, 1 sample
might fail even though all others passed, at these occurrences inter-
pretation gets a little doubtful. This phenomena is also discussed
in the test documentation where about 6 p-values must fail for a
set of numbers to actually consider that PRNG to have failed that
test. In our experiments, if a test outputs less than 10 p-values, we
consider a test failed if any single p-values is out of range. If they
are greater than 10, one p-value out of the range is considered as
being a random anomaly and can be ignored. If however there is



any other p-value in any part of that statistical test that does not fall
in the acceptable range, the test is considered a failure.

DIEHARD Tests Passed
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Figure 2: DIEHARD Test Results

The NIST randomness tests contain a set of 15 tests while the new
version of DIEHARD tests contains 17 tests. One of our goals
was to show that TEA and its extensions can be used in place of
MD5 and use less GPU time. Therefore, we need to find the mini-
mum number of rounds required for TEA and XTEA to produce the
best results so we are not wasting GPU clock cycles on extra work.
DIEHARD and NIST tests help in identifying the least number of
rounds required for the cryptographic hash functions to output truly
random numbers. Using fewer rounds might produce a speed up,
but will likely compromise the quality of the random numbers. The
results (Figure 2 and Figure 4) show that TEA_8 is one the best op-
tion as a cryptographic hash function for generating numbers with
the least correlated numbers. Its quality is remarkable as it passes
14 NIST and all 17 DIEHARD randomness tests with 8§ number of
rounds. It provides a perfect balance between number of rounds
executed and quality of output.

TEA implementation with less than 8 number of rounds is less ran-
dom than MDS5_64 (Figure 2). TEA_7 (Figure 2) turns out to be
the breaking point, and from which point on TEA output becomes
progressively less random as the number of rounds are decreased.
Figure 4 shows the same trend starting at TEA 5. XTEA shows
signs of degradation in quality when the number of rounds is less
than 16 (Figure 2). The general trend leading to a fall in quality
after that. XXTEA only manages to pass 2 out of 17 DIEHARD
and 9 out of 15 NIST randomness tests.

5.1.2 Visual Comparisons of Fourier Transforms

White noise distribution in frequency space is presented in (Figure
3) for MD5 and ALL_TEA hash functions. Fourier Transforms for
Perlin Noise [Perlin 2002] and Modified Noise [Olano 2005] are
also presented to match quality contrast with our technique. The
images show a flat power spectrum and that it is radially symmetric
for the cryptographic functions. The uneven power distribution for
Blum Blum Shub can be seen in the image for modified noise inside
the band limits. Perlin noise also lacks the even distribution inside
the frequency doughnut present for MD5 and ALL_TEA.

5.2 Speed

We ran our speed tests using the AMD GPU Shader Analyzer and
the NVIDIA Shader Perf tool. We used an AMD Radeon HD 4870
and the NVIDIA G80. Only the computational algorithms were

(b) TEA_8 White Noise

(e) Perlin Noise

(9) MD5_64 Noise

(i) XXTEA Noise

(c) XTEA_32 White N
. —
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e
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(1) TEA_2 Noise (16 Gradients)

Figure 3: Fourier Transforms
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Figure 4: NIST Test Results

tested on the two GPU architectures. The results show that all the
TEA and XTEA (2D and 3D) noise implementations are faster than
equivalent MD5_64 noise on both the Radeon HD 4870 and the G80
(Table 1).

Conducting the tests on different platforms shows that results may
vary for an algorithm from architecture to architecture. XXTEA in
the case for 3-D noise is the slowest algorithm to run on the AMD
Radeon HD 4870, but it does pretty well on the NVIDIA G80. The
differences can be accounted for by noticing that the algorithm uses
conditional statements which we assume have different execution
performance on different architectures. For a random number re-
quirement that is solely for noise generation to be used graphically,
it is recommended that XTEA 2 or TEA 2 be used, since they have
very random frequency plot distributions with no visual artefacts



AMD NVIDIA

Function Cycles MPixel/sec  Cycles MPixel/sec
2-D Noise
Modified 3.9 3077 147 1628
MD5_64 69.2 173 2629 61
TEA_32 45.6 263 2066 79
TEA_16 232 517 1040 174
TEA_8 12.0 1000 528 322
TEA2 3.7 3243 144 1305
XTEA 32 36.5 329 1566 92
XTEA_16 18.9 635 796 184
XTEA2 34 3529 124 1551
XXTEA 63.1 190 212 1031
2-D 16 Gradient Noise
MD5_64 4439 27 10474 10
TEA_8 427 281 2064 81
TEA 2 12.0 1000 527 364
XTEA_16 64.3 187 3135 40
XTEA2 10.5 1143 445 419
XXTEA  4047.6 13 823 276
3-D Noise
MD5_64 2189 55 5452 30
TEA_8 33.4 359 1546 102
TEA 2 9.6 1250 394 481
XTEA_16 51.0 235 2361 40
XTEA2 85 1412 342 604
XXTEA  2399.8 20 632 358

Table 1: Noise Speed Statistics for AMD Radeon HD 4870 and the
NVIDIA G80

and run the fastest.

Speed results with different numbers of rounds for different cryp-
tographic functions are provided to show how they drain GPU re-
sources and to help choose the right one for the required task. If
any operation requires quality pseudo random numbers other than
generating visual objects in a scene (a learning algorithm perhaps),
then TEA_8 will be best choice as it strikes a perfect balance be-
tween speed and quality.

5.3 Comparisons with best performance and best
quality producing previous work

The performance of TEA algorithms can be easily compared with
the fastest performing noise algorithm (Modified Noise) using Ta-
ble 1. Table 1 shows that XTEA_2 actually out performs modified
noise in execution time. Fourier transforms in Figure 5 show that
the random distribution in frequency space of XTEA_2 is as good
as the best quality previous work (MD5_64). For gaming platforms,
the cryptographic hash function XTEA_2 is the optimal choice for
generating noise. The video file provided with this paper com-
pares its visual quality with the fastest performing previous work
(Modified Noise) and execution performance (in frames per sec-
ond) against the best quality producing previous work (MD5_64).
The video shows that modified noise exhibits visual artefacts which
are not present when using XTEA_2 in the same texture space for
the same effect (Figure 6). It also shows how the frame rate is
substantially less when using MD5_64 than that of an XTEA_2 im-
plementation for an effect.

6 Application

Random numbers are used for numerical analysis methods, learning
algorithms and Monte Carlo methods. Amongst other applications,

(3)1 - Round (b) 2 - Rounds () 3 - Rounds

Figure 5: Fourier Transforms for XTEA Noise with increasing
number of rounds

XTEA_2 (Left) vs Modified Noise (Right)

Figure 6: Visual artefacts exhibited by Modified Noise, not present
in XTEA 2 Noise

Soft Shadowing and Metropolis Light Transport, all need good ran-
dom numbers for realistic results. Random number use in Noise
applications range from creating procedural textures (wood, mar-
ble, stone etc.) to imitating effects like smoke, translucency, fire,
etc.

6.1 Fast Controlled Noise using Sparse Gabor
Convolution

Recently, Lagae et al.[2009] used gabor filters to control noise in
the frequency domain. They use a linear congruential generator as
their PRNG. In their algorithm they use a 3 x3 grid of cells per lat-
tice point and require 1+4x calls to their PRNG per cell; where x is
the number of impulses for a cell. Since they use the convolution
method for noise generation, the Poisson function also uses calls
to the PRNG. In the GPU implementation for using the linear con-
gruential generator, the previous value has to be stored in a small
texture location and multiple read/write accesses are required for
calculating a noise value for a single cell. A chaining of instruc-
tions will occur as parallel shader unit executions will block due
to accessing of a shared memory space, thus increasing the run-
ning time of the algorithm. We propose that using XTEA_2 instead
of the linear congruential generator will be faster and provide pure
procedural noise using sparse gabor convolution with no texture
access for the PRNG. XTEA_2 and TEA_2 are the only algorithms
that rival the speed of Blum Blum Shub on the NVIDIA and AMD
hardware (Table 1).

This application is an excellent example where the user might re-
quires good random numbers to be used in the Poisson function, but
mildly random numbers for hashing, just enough to have a random



distribution in the frequency space with no visual artefacts. Our
testing showed that the linear congruential generator only passes 3
out of the 17 DIEHARD Tests. With our proposed cryptographic
functions, the best fits with least time consumption considering
quality can easily be found, rather than using one rigid implemen-
tation for a PRNG.

7 Conclusion

The choice of an algorithm for random numbers depends on a num-
ber of factors. A better understanding of how the random numbers
are being used and the choice of the algorithm can make a huge
difference in the performance of an application. Using TEA and its
extensions as a PRNG has many advantages for certain algorithms
with respect to the application of random numbers and the time of
execution. We have provided a detailed analysis for how these cryp-
tographic hash functions perform and which one to use depending
on a number of factors involved.
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